COUNTDOWN
ro ZERO DAY

STUXNET AND THE LAUNCH OF THE WORLD’S
FIRST DIGITAL WEAPON

KIM ZETTER

BA\D\W\Y
Broadway Books
New York



CONTENTS

Prologue: The Case of the Centrifuges 1

O O ~N®O O s W N

| T - R e I
o N oo E WP Eo

18.

Early Warning 5
500 Kilobytes of Mystery 19

Natanz 33

Stuxnet Deconstructed 52 .
Springtime for Ahmadinejad B9
Digging for Zero Days 88

Zero-Day Paydays 99

The Payload 116

Industrial Controls Out of Control 129
Precision Weapon 166

A Digital Plot Is Hatched 190

A New Fighting Domain 205

Digital Warheads 227 .

Son of Stuxnet 249

Flame 276

Olympic Games 308

The Mystery of the Centrifuges 336
Qualified Success 359

Digital Pandora 371

Acknowledgments 407
Index 413



