EXPLODING
DATA

RECLAIM IN G OUR

CYBER SECURITY IN
THE DIGITAL AGE

0
MICHAEL
CHERTOFF

Grove Press UK



CONTENTS

Introduction: Big Data Is Watching You 1
What Is the Internet and How Did It Change Data? 25

How Did Law and Policy Evolve to Address
Data 1.0 and 2.0? 56

Data 3.0 and the Challenges of Privacy and Security 76

Reconfiguring Privacy and Security in the
Data 3.0 Universe 101

Data 3.0 and Controls on Private Sector Use of Data 138
Data 3.0 and Sovereignty: A Question of Conflict

of Laws 161
Cyber Warfare: Deterrence and Response 172
Conclusion: Meeting the Challenge of Data 3.0V

Recommendations for Law and Policy 199
Acknowledgments 209
Notes 213
Further Reading 241
Index 243

Vii



